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» Uvod

» Hesla

» PYenos dat po siti
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» Bezpelnostni chyby v software
» SPAM

» Pop-up okna, Rootkit, Botnet
» Anonymizace na Internetu

> Zavér
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Motivace k vyuzivani Internetu

» jakou informaci hledam?

> jaké zdroje vyuZivam?

> co jsem ochoten riskovat pro jeji ziskani?
> v ptipadé napadeni o co mohu pfijit?

» zvazte pro a proti

dotyk.ujep.cz 3/52



Internetové sluzby

» poskytovani sluzeb na vzdaleném serveru (Saa$S - webmail,
Facebook, Dropbox, Netflix, Bakld¥i)
» viechny sluzby vyZaduji ovéFeni (heslo, SSL certifikdt, OTP)

» volba spravného managementu hesel a hesel samotnych

dotyk.ujep.cz



7

> tada sluzeb, které vyuZivdme jak online, tak offline vyuziva
ovéfeni heslem

» znalost uZivatelského jména a hesla vétSinou postacuje k
tomu, aby dana sluzba byla ovldddna na administratorské
drovni

> uzivatelska jména a hesla je tfeba bedlivé chranit

» obecn& zndmé néstroje pro Iamani hesel (John the Ripper,
Hydra)

(%)
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Lamani hesel

M inbox (1) x ¥ 3 Atlas me » ¥ £ wwwarb x ¥ §Google 1 x { BBEURES - x ¥ () macros x " MB5.9.3.Cl x ¥ #p P Addre x ¥ @ What is « x { N mirrorur x Y @3 The Li 4 x
€« €' [1localhost

Jméno: (dotaznilc
Heslo: ——
Odeslat

Programn
Mail:

dotyk.ujep.cz 6



M Inbox (1) % ¥ &) At

«

€' [ localr

dotyk.ujep.cz

C' [4 view-source:localhost

<html=

<head=

=script src="http://code.jquery.com/jquery.js"=</script=>

<script src="1s/header.1s"=</script=

<script src="1s/1footer,js"==/script=

=link rel='stylesheet' type='text/css' href='js/general.css'=

=meta http-egquiv="content-type" content="text/html;charset=utf-g"

</head>

<hody=

=form name="user_login" action="dotaznik.php" method="post"=

<table class="login"=
<tre<td=Iméno: <=/td=<td=<input type="text" name="user"=</t
<tre=<td=Heslo: </td=<td=<input type="password" name="pass"
=tr=<td colspan=2 class="submit"==input type="submit" valu

</table>

</form=

=div id="footer"s=

<script src="1s/footer.1s"=</script=

=/div=>

=/body=>

</html>



dotyk.ujep.cz

ource:locahost

<html=

<head=

=script src="http://code.jquery.com/jquery.js"=</script=>
<script src="1s/header.1s"=</script=

<script src="1s/1footer,js"==/script=

=link rel='stylesheet' type='text/css' href='js/general.css'=
=meta http-egquiv="content-type" content="text/html;charset=utf-g"
</head>

o | <body=

0| =ferm name="user_legin' action="dotaznik.php" method="post"=
<table class=""

ot z e 7 ~ 7 ’ ;s t
“ir—o  » zakladni strdnka s Zadosti o zalogovani |

stre< (pouZité PHP a JS) u
=/table=>
</form> » bez znalosti jména/hesla je ze zdrojového
=div id="foot , . Lo o . .
<script sre=": kédu mozno zjistit, jak se data predavaji
o =/div= dle
=/body=>
</html>

> poté je potieba pokusit se pihlasit byt
nelisp&$né a miZe se zalit s titokem



Lamani hesel

® Atlas m x ¥ D wwwarl x | g3 Google x | MIEURES %

€« €' [1 localhost/dotaznil

Utivatel neni ovéfen

Programn
Mail:
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Lamani hesel

File Edit View Bookmarks S

follP Addi % \ @ What is x VN mirrors %) [ localho x \_(} highligh % ¥ {}

Utivatel neni ovéfen

Programn
Mail:

dotyk.ujep.cz 5



Lamani hesel

WIEURES x Y () macro: x \M5.8.3.C x \#pIP Addr x ¥ @ Whatis x VN mirmor. %} [ localho x \_(} highligh % ¥ {}

Utivatel neni ovéfen

» pro slovnikovy Utok pouZijeme
nejpouzivangjsi hesla

> stejné tak mizeme pouZit i slovnik pro
uzivatelska jména
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Lamani hesel

dra -1 dotaznik -P pass localhost http-form-post
& David

/*dotaznik.php;user="USER"spass=—"PASS~:Uzivatel neni*®
Maciejak - Please do not use in military or secret service orgamizations, or for illegal purposes.

(http://wmi. the.org/theshysee?™STarting at 2014-10-14 15:22:01

DATA] max 16 tasks per Jo®€rver, overall 16 tasks, 101 login tries (l:1/p:101), ~O tries per tasw
[DATA] attacking servied http-post-form on port
[80] [www-form] host: 127. 0% Loq) : dotaznik
1of 1 target completed, "0 valid defound

lydra (http: //wm the.ora/the-hydra) faniohed at SBTA-TO-TA~TSTZZTOT

password: skoly2014

LR ealocathont hydra_ukazkals clear
[zoe@localhost hydra_ukazkals

EC Council Certified Ethical Hacker v8.0 poznamky : bash PIF i vim

dotyk.ujep.cz



Lamani hesel

Tocalhost http-form-post aznik. Uziyatel nent”
t use in military r or

4-10-14 1
101 login tr

1:1/p:101), ~0 tries per tas®

bé&hem pil vtefiny Hydra otestovala viech
101 hesel a protoZe jedno je spravné
vytiskla jej

podobnym zplsobem je moZno Gtodit na
¥adu sitovych sluzeb

proto je nezbytné vyhybat se sloviim
vyskytujicim se ve slovnicich

.5 - EC Council Certified Ethical Hacker ve.

dotyk.ujep.cz



Pravidla pro tvorbu hesla

» nemélo by byt soudasti slovniku k jakémukoliv jazyku

> alespori 8 znaki dlouhé

» mélo by obsahovat velkd/mald pismena, &islice a znaky
@'+ -)

» nemélo by byt programové uhodnutelné

» snadno zapamatovatelné

> jedno heslo pro jednu sluzbu

» nepouZzivat redlie, spojitelné s Vasi osobou (k¥. jméno, SPZ,
data narozeni)

> pouZivejte passphrase nebo heslo z ni odvozené
(ctyrisluncejedobryfilm - C$JdF2012)

» pouzijte keymanager (KeePass)

dotyk.ujep.cz 9/52



Historické okénko

» ARPANET - packet
switched network (1969);
TCP/IP (1978)

» Telnet (RFC15 - 1969)
» SMTP (RFC196 - 1971)
» FTP (RFC114 - 1971)
> POP (RFC918 - 1984)
» IMAP (RFC1176 - 1990)
» HTTP (RFC1945 - 1996)

dotyk.ujep.cz 10/52



Historické okénko

» ARPANET - packet
switched network (1969);
TCP/IP (1978) > SSH (1995)

» SMTP (RFC196 - 1971) FTPS (RFC4217 - 2005)
» FTP (RFC114 _ 1971) POPS, IMAPS (RFC2595 -

> POP (RFC918 - 1984) ;ngiLs RFC2818 - 2000
> IMAP (RFC1176 - 1990) ( 200

» HTTP (RFC1945 - 1996)

v

v

v

v
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P¥enos dat nezabezpetené

File Edit

View Go Capture Analyze Statistics Telephony Tools Internals

Help

COAdN g BExclQAQ¢Pe s BHE oo
Filter: tep.stream eq 1 v | Expression... Clear Save
No. Time Source Destination Protoc | Length Info
$ 3.735658000 127.0.0.1 127.0.0.1 TP 74 34603 > http [SYN] Seq=0 Win=43690 Len=0 MSS=65495 SACK
10 3.735767000 127.0.6.1 127.0.0.1 Tcp 74 http > 34603 [SYN, ACK] Seq=0 Ack=1 Win=43680 Len=0 MSS
11 3.735746000 127.0.0.1 127.0.0.1 TP 66 34603 > http [AcK] Win=43776 Len=0 TSva
1 663 POST /dotaznik.php (application/x-www-form
71 10.45309300(127.0.0.1 127.0.0.1 TP
72 10.45474200(127.0.0.1 127.0.0.1 HTTP m——
73 10.45476700(127.0.0.1 127.0.0.1 TP
74 10.49114700(127.0.0.1 127.0.0.1 HTTR POST /dataznik.php HTTP/1.1
Host: localhost
75 10.54897800(127.0.0.1 127.0.0.1 TP Connection: keep-alive
76 10.82224000(127.0.0.1 127.0.0.1 HTTP Content-Length: 28
77 10.86190200(127.0.0.1 127.0.0.1 TCP Cache-Control: max-age=0
e e B e e — Accept: text/html,application/xhtml+xml,application/xml;q=0.9,imag
origin: http://localhost
+ Frame 70: 663 bytes on wire (5304 bits), 663 bytes captured (5304 bit] User-Agent: Mozilla/5.0 (X11; Linux x86_64) ApplewWebKit/537.36 (KH
+ Ethernet 11, Src: 0D:00:00_00:00:00 (00:00:00:00:00:00), Dst: 00:00:d | Chrome/37.0.2062.120 Safari/537.36
7 Internet Protocol Version 4, Src: 127.0.0.1 (127.0.0.1), bst: 127.0.q | Coptent-Type: application/x-www-form-urlencoded

5

Transmission Control Protocol, Src Port: 34503 (34603), Dst Port: htt]
Hypertext Transfer Protocol

 POST /dotaznik.php HTTP/1.1\r\n

Host: localhostiryn

Connection: keep-alive\ryn

Content-Length: 28\r\n

Cache-Control: max-age=0\rin

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1image|
Origin: http://localhostyryn

User-Agent: Mozilla/5.0 (X11; Linux x86_64) ApplewWebKit/537.36 (KHT|
Content-Type: application/x-www-form-urlencodedyrin

Referer: http://localhost/\rin

Accept-Encoding: gzip,deflateyrin

Accept-Language: en-US,en;q=0.8,cs;q=0.6\r\n

Cookie: eucookiesCompliance=true; PHPSESSID=paScuaddpiSps7oOhsvcpo
\ryn

@ 1 File: "(varftmpjwireshark 2 interfaces  Packets: 89 . Displayed: 15 (15.2%) - Droy

dotyk.ujep.cz

Referer: http://localhost/

Accept-Encoding: gzip,deflate

Accept-Language: en-US,en;q=0.8,cs;9=0.6

Cookie: eucookiesCompliance=true; PHPSESSID=paScuaddpiSps7oBhsvcpo

user=dotaznik&pass=skoly2014HTTP/1.1 200 OK

Date: Mon, 27 Oct 2014 12:12:59 GMT

Server: Apache/2.4.10 (Fedora) OpenSSL/1.0.1le-fips PHR/5.5.17
X-Powered-By: PHP/5.5.17

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0
Pragma: no-cache

Content-Length: 6377

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

Entire conversation (8322 bytes)

Find Save As Print Ascll EBCDIC Hex Dump

11




P¥enos dat zabezpetené

| prezentaceiv n i (6] Facebool LHackindExpo | *wip2s0and L ika (untitledi2.0l " Toolbox:Lav j .

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

OO4AE 4 BlE XC QAEPEae EE e

Filter: tep.stream eq 0 v | Expression
No. Time Source Destination Protoc
6.698656000 31.13.84.81 192.168.1.11
S5 6.698680000 182.168.1.11 31.13.84.81 TCR
56 7.055143000 31.13.84.81 192.168.1.11 ssL
57 7.055233000 162.168.1.11 31.13.84.81 Tcp
S8 7.056111000 31.13.84.81 192.168.1.11 TLSv1.2]
S8 7.056171000 182.168.1.11 31.13.84.81 Tcp
60 7.056246000 31.13.84.81 192.168.1.11 TLSv1.2]
61 7.056269000 162.168.1.11 31.13.84.81 Tcp
62 7.056285000 31.13.84.81 192.168.1.11 TLSv1.2]
63 7.056316000 162.168.1.11 31.13.84.81 Tcp
64 7.056332000 31.13.84.81 192.168.1.11 TLSv1.2]

+ Frame 54: 111 bytes on wire (888 bits), 111 bytes captured (888 bits)
+ Ethernet II, Src: CiscoSpv_Sc:40:08 (24:76:7d:9c:40:08), Dst: Liteon|
* Internet Protocol Version 4, Src: 31.13.84.81 (31.13.84.81), Dst: 154
+ Transmission Control Protocol, Src Port: https (443), Dst Port: 42344
+ Secure Sockets Layer

Entire conversation (93360 bytes)

Find Save As Print Ascll EBCDIC Hex Dump
Help Filter Out This Stre
O B File: *varftmpjwireshark 2 interface... Packets: 1626 - Displayed: 608 (37 4%) - Dropped: 0 (0.0%) Profile: Default

dotyk.ujep.cz



Pro¢ se dé&ji nep&kné véci v siti?

> nepfeberné mnoZstvi aktivit spojenych s tnikem informaci

> vesmés ilegdini

» motivace vzniku:
> vyzva, prestiZ, dlouhd chvile, zlost na zamé&stnavatele
» 3pionaz (Stuxnet)
» finanéni zisk

dotyk.ujep.cz 13/52






Odposlouchavani

_~Server/network .
( -aware content ) .-
~___ resolution __—"

_~Content-aware .

resource )

\ .
~__management _~

End user

_— .
( - QoS-aware ™
. contentrouting
~— -

- T
|'/ In-network Y
0 )
~ contentcaching S

— R

Content server

Obrézek: [?]

dotyk.ujep.cz 1



Odposlouchavani

o » nekryptovand data mohou
gEC i byt odposlechnuta v

-aware content ) o

STesoliton -~ zavislosti na designu sité

.

> téméF vSechna za¥izeni po
cesté mohou byt pouZita k
odposlechu

» zaloZeno na divére
administratorim

e > Castecné lze omezit
. contentrouting Moo L Y
— - pouZivanim kryptovanych
protokold

Obrazek: [?]

dotyk.ujep.cz



Sitové dtoky zamé&¥ené na odposlech - MiTM

Victim Web Server

Attacker

Obrazek: [?]

(%)

dotyk.ujep.cz 16/5



Sitové titoky zam&Fené na odposlech - MiTM %

» vyzaduji znalost TCP/IP,
sitové topologie, prostred{

> déje se prevazné v LAN

» vyuzivd ARP spoof(LAN),
DNS poisoning(WAN)

> veSkerd komunikace je
presmérovana ttoénikovi

Victim

> Gto¢nik za urcitych okolnosti

\ muzZe &ist HTTPS
< komunikaci
Attacker

» obrana na sitové Grovni
Obrazek: [?] (DAI), DNSSEC, SSL
oboustrannd identifikace

dotyk.ujep.cz 16/52



Skodlivy software - malware

» software vytvoreny za €elem poskodit uZivatele
> souhrnny nazev pro viry, Cervy, spyware, keyloggery ...
> Sifeni malware:

v

social engineering, SPAM

bezpenostni diry v software

drive-by download (warez, gaming, porn)
file sharing (P2P, USB)

v vy

dotyk.ujep.cz 17/52



Ptehled bezpecnostnich chyb

Qf‘/

Vulnerability distribution by Vulnerability distribution by
product type - 2012 product type - 2013

4%
T .
10% | Application | Application

|
| |

Operating \ Operating
System System

1 Hardware M Hardware

Obrézek: [?]

dotyk.ujep.cz 18/52



Ptehled bezpecnostnich chyb

Vendor # of vulnerabilities #of HIGH # of MEDIUM

vulnerabilities vulnerabilities
Oracte A 514 424 A 131 76 316 238 V67 110
S 4373 134 4126 85 A 243 45 o4 4
Microsoft A 344 169 A 248 117 £ 93 48 V3 4
IBM 4336 154 454 42 £199 94 483 18
Apple 190 270 V37 141 4123 115 430 14
Google 4 188 150 A 110 79 Y77 66 ¥ 5
Mool Y161 195 Yoz 118 W61 72 L ) 5
Adobe 4 146 137 4138 127 V7 10 1 0
Red Hat 4131 30 27 2 77 19 h27 9
HP 112 74 465 38 438 31 A9 5

Obrazek: [?]

dotyk.ujep.cz 19/52



Ptehled bezpecnostnich chyb

Operating system #of #of HIGH # of MEDIUM # of LOW
vulnerabilities | vulnerabilities vulnerabilities

E’:ﬂf‘:ssggnv;i"daws A104 48 A58 35 M6 12 Yo 1
Microsoft Windows 7 f100 42 55 33 45 8 Yo 1
Microsoft Windows Vista 96 41 153 34 43 6 Yo 5
Microsoft Windows XP 188 42 il 37 a1 5 ®0 0
gﬂei :‘:;ngova\'[i"dgws A8 45 M26 40 A0 S e0 o0
Microsoft Windows 8 A58 5 43 5 14 0 i 0
(el A158 45 15 12 r119 28 224 5
gﬂe' z::gzlvlv'"daws As1 5 a37 4 A3 1 AL 0
Microsoft Windows RT h4a2 2 h32 2 (] 0 1 0
Apple i0S A8 86 ¥ 19 46 455 28 Als 12
Cisco 10S ¥34 36 ¥ 19 23 415 10 Yo 3
Ubuntu Linux A7z 6 t10 0 55 5 T~ i
Cisco 105 XE A23 9 16 9 7 0 ®0 0
Red Hat Enterprise Linux 154 2 9 0 37 1 T8 il
opensUSE 43 0 1l 0 t26 0O A2 0
Apple Mac 0S X 63 21 5 3 haa 16 N4 2

dotyk.ujep




P¥ehled bezpelnostnich chyb

Application #of #of HIGH # of MEDIUM #of LOW
vulnerabilities | vulnerabilities | yylnerabilities | vulnerabilities

Microsoft Internet

Eititee A128 41 A117 34 11 7

Oracle Java 4193 58 A102 32 484 20 A7 6
Google Chrome A168 125 A100 68 67 55 W1 2
Moeills Eirefox Y149 159 ¥ 96 99 ¥s51 55 V2 5
Mozl 4 hieerbied 113 144 ¥ g2 95 ¥31 47 Vo 2
Mozilla Firefox ESR Y100 115 Y74 75 ¥ 26 39 Vo 1
Mozilla SeaMonkey Y104 143 ¥ 70 94 LT 46 Vo 3
Mozilla Thunderbird sk~ #87 109 Y64 74 $23 34 Yo 1
Adobe Reader 65 25 464 25 Tl 0 ®0 0
Adobe Acrobat 63 24 62 24 1 0 0 0
Adobe Flash Player ¥s56 66 W55 61 L | 5 ®0 0
Atohenie Yag 54 Y47 51 Vi1 3 ®0 0

AYNVESYN

dotyk.ujep.cz



Podvodné e-maily

~atlas.cz

miroslav.hlavk

| [Hiedatv Emailu | [ Hiedatnainteretu |

| Napsat email ‘

Odpovédét H Odp. véem H Pfeposiat H Smazat H Neni spam H Dalsi akce v|

| G NapsaiSMs ‘

1451 zd
3 Piichozi 55/1722
/' Rozepsand 14
4 Odesiana 617
L Kos 1569
% Spam ko3 16

Drafts (1)

Sent(a6)

Trash (123/249)

Hastaveri

Zapinéno 10% 25 GB
SRR

Sedo 9o 835>
0d friend @,
Komu: <miroslav hlavka@atlas.cz=
Dafum 1410 2014 16:34

“our Access Is Ready - Please Save This Email

**Please keep acopy of this email for your records**

http fiwww dat; biz7a_aid=! 0

and access your private link
This expires in 4.5 hours.
Have A Great Dayl

ps: You have NOT been charged anything.
1just hooked you up with

‘ Odpovidit H Odp. viem H Pieposiat H Smazat H Neni spam H Dalsiakce v

\ Rychid odpovéd

dotyk.ujep.cz



Podvodné e-maily

\—prezentace s vim = K{ Atlas mail: 175 nepr j.", Toolbox: Lavers ", Lavers: Brushes U™, GNU Image Manipul [+,
7 ® Atlas o x (D) wwwarl x ¥ J)Google % Y MIEURES % ¥ {} macro: x { ME5.9.3. ¢ x { #pIP Addr x Untitlec % ¥ & Unix Tu
<« €' [) amail.centrum.cz
mirostav.hlavk
;‘atlas_cz | [Hiedat v Emailu | [ Hiedatna internetu |
Fom

| Napsat email ‘ ‘ Odpovidét H Odp. vem H Preposiat H Smazat H Meni spam H Dalsi akee v|

| G NapsaiSMs ‘ B §eo o B9ED

Od friend @,
3 Pichoz S50 Komu: smiroslavhlavka@atlas.cz-
/! Rozepsand 1 Dafum: 1410, 2014 16:34
4 Odeslana 617
i Kod 1569 Your Access Is Ready - Please Save This Email
) S L 16 || “*Please keen acopy of this email or your records**
Dratts (1) ;
bito o data-enfry-work biz?a_aid=
Sent(96)
and access your private link
PR This expires in 4.5 hours.
Mastaven o Have A Great Day!

Ps: You have NOT been charged anything.

Zaplnéno 10% 25 GB Ijust hooked you up with

> nevyzadana posta

» Casto s cilem ziskat citlivé

Odpovédét \@ l] d aj e

Rychid odpovéd

dotyk.ujep.cz



@ UnixTute % ¥ g3 Google T x ¥ &) LinuxTut x

Minbox (1) x ¥ (®) Atlas me x ¥ Y wwwarb x ¥ g3 Google T x { BEURES - = ¥ {} macros 593.Cl = J #p P Addre x

& - C [1wwwipaddresslocation.org

paddress i

location .. "

| heme. " [ip address [ehecknaint [Lip ranges. [\/p2country|

IP ADDRESS LOCATION

O

AdChoices [> \l AdGhoiceslSl » IP Locator » IP Tracking » [P Check  » IP List My IP:|93.115.84.195
» Track P Address \ Search IP Address - Whatis my[P address?

» Find Have you ever wandered “Whatis my IP address™and how (o search, race and locate P .

v I Lookup \ address from yourselfor find I acke3s fram anybody ele’ @ rafinera

[ Orthougrt abax
finding IP addresses

e iesing s Free & Safe
country?

Find1p Addrees org i = = D E
ey Austria VPN el 5 OGUN

Free Proxy X 4
Get Your Free 24 Hour Trial e oot KAPIYA TESLIM

Support IP Address Locator project find the geographical
location of an I OZEL DIYET YEMEK SERVISI

e e 1 roce Now! Safe, High-Speed & 100%  addess»

wi
IP address lookup service we '
provide reman free Anonymous Mayhe you are looking | ]
Make A Donation Y| . for an P address
ocation, DHS lookup, IP

‘add
iress range etc den baslayan

O you simply wish to

fiyatlarla

leam
Whatis anIP Address. > netwarking pratocols,
Computer IP Address (intermet fike UDP and TCPIP,
Protocol address - Your Publc IP

adirece) s 26 your tlephone
umber. t unqusy ideriies every ‘e can hef with a ofthis and more

Host on a nework. Juet 28 your .

naling adchess Uniquely entfes Free IP Locaton Service

your home, an computer Our free IP to location service and impressive collection of IP tools

‘a0aress uniquely iderifies a host.

ity and lookup emal addresses),
race email sender on basis of emal header),

%



Minbox (1) x
€ 2 C Dhww

pad|

O

AdChoices [>

» Track IP Addre
» Find P

» IP Lookup

Other interesting proie
IP-Address.or
Find-IP-Address.
Web Proxy
Free Proxy

Support P Address Locato
with donations and help the
P addiress laokup service 1
provide remain free:

Make A Donation

Whatis an IP Address

Computer IP Address (It
Protocol address - Your PL
addrese) is as your telephe
number. |t uniquiely identifie
host on a network. Just as
maling address uniquely id
your home, an computer IF
a0dless uniquely idertifies.

—

dotyk

Email Header Analyzer : (Copy and paste Email header into our free Email tracking tool
and start with tracing Emall)
pelivered-To: miroslav.hlavka@atlas.cz
Received: from mail-gl.snat.cent (mail-
gl.snat.cent [10.32.3.101])

by gmmr4.centrum.cz (Postfix) with QMQP id
700B4FB

for <miroslav.hlavka@atlas.cz=; Tue, 14
Oct 2014 16:34:42 +0200 (CEST)
Received: from host.hostdcenter.net by cq
(envelope-from =coalr32l@host.hostdcenter.net=,
uid 201) with VF-scanner
(cq.spamfree.cz
Clear:RC:0(72.52.170.17) :SA:1(5.7/5.0) &,
Processed in 3.347897 secs); 14 Oct 2014 14:34:42
- 0000 A
X-SpamDetected: 1 P

Free & Safe - US
Proxy

Use the Web like you were in
the US Get your Free Trial Now!

® O

>

| Track Email ‘

ep.cz

%) @ P Addre x @ UnixTute x ¥ g3 Google 1 % ¥ 4y Linux Tut x

& Fr

My IP:[93.115.84.195

‘[ ) ratinera

GUNDE

OZEL DIYET YEMEK SERVisS|

29TL

den baslayan

fiyatlarla

%




AdChoices [>

» Track IP Addre
» Find P

» IP Lookup

Other interesting proie
IP-Address.or
Find-IP-Address.
Web Proxy
Free Proxy

Support P Address Locato
with donations and help the
P addiress laokup service 1
provide remain free:
Mak A Denation

Whatis an IP Address

Computer IP Address (It
Protocol address - Your PL
addrese) is as your telephe
number. |t uniquiely identifie
host on a network. Just as
maling address uniquely id
your home, an computer IF
a0dless uniquely idertifies.

—

Email Header Analyzer : (Copy and pi
and start with tracing Emall)
Delivered-To: miroslav.
Recelved: from mail-gl.:
gl.snat.cent [10.32.3.1

by gmmr4.centru
700B4FB

for <miroslav.h
Oct 2014 16:34:42 +0200
Received: from host.hos
(envelope-from =coalr3z
uid 201) with VF-scanne
(cq.spamfree.cz
Clear:RC:0(72.52.170.1
Processed in 3.347897 :
- 0000
X-SpamDetected: 1

Free &
|:

Use the We
the US Get v«

r Trace Email - Track Email

Email Header Analysis

IP Rddress: 72.52.170.17 (host hostdcenter net)
IP Address Country: United States =5
IP Continent: North America

IP Address City Location: Lansing

IF Address Region:
IP Address Latitu b
IP Address Longtitude: -84 636
Organization: Liquid Web

Email Lookup Map

'E'C@k Map | Sateliite
156 Dewitt

Bath Charter
+ Township

il Dewitt Twp 2

Sy sing
Grand Ledge Charter Twp
DeltalC: Lansiny
Townsh g
<
|
[ Delhi Charter
o) Township

(&)

Map Data 5 km L1~ Tewns of Use _Reporiamap error

Email header by email header analysis 1

Received: from mall-gLsn:
gmmrs centrum.cz (Postfix) wit
Tue, 14 Cct

| % Vg1 Google 1

% V4 Linux Tut x ¥ gy Fr

¢
1
¢
¢

7.

%

dotyk.ujep.cz



Email Header Analyzer : (Copy and pi
and start with tracing Emall)
Delivered-To: miroslav.
Recelved: from mail-gl.:
gl.snat.cent [10.32.3.1

by gmmr4.centru
700B4FB

for <miroslav.h
Oct 2014 16:34:42 +0200
Received: from host.hos
(envelope-from =coalr3z
uid 201) with VF-scanne
(cq.spamfree.cz
Clear:RC:0(72.52.170.1
Processed in 3.347897 :

M inbox (1) x
€ 2 C Dhww

ibad

O

AdChoices [>
- 0000
» Track|P Addre | |x- SpamDetected: 1
» Find P
» IP Lookup

Free &
F

Use the We
the US Get v«

Other interesting proie
IP-Address.or
Find-IP-Address.
Web Proxy
Free Proxy

Support P Address Locato
with donations and help the
P addiress laokup service 1
provide remain free:
Mak A Denation

Whatis an IP Address

Computer IP Address (It
Protocol address - Your PL
addrese) is as your telephe
number. |t uniquiely identifie
host on a network. Just as
maling address uniquely id

your home, an computer (-
‘a00ress uniuely idertifies. T

r Trace Email - Track Email

% Vg1 Google T % ¥ &y LinuxTut x

& Fr

Email Header Analysis

IP Address: 72.52.170.17 (host hostdcenter net)
IP Address Country: United States
IP Continent: North America

IP Address City Location: Lansing
hichigan
42

IP Address Regio
IP Address Latinu
IP Address Long;
Organization: Li

Email Lookup Map

7.

%

dotyk.ujep.cz

llar 1
Y Map | Satellite
LUJ @ Dewitt
Bath Charter
+ Township
il Dewitt Twp 2
& Lansing
Grand Ledge Charter Twp
Delta CHL Lansing
Township: o . .
1 > z hlavi¢cky emailu je
(E) v Ve e
moZné ziskat
5 M b -
® L informace o serveru,
&
Map Data_5km — 1  Temns o 7 {
SLodn Baun it ktery zpravu odeslal
Email header by email header analysis | o o v .
Received: from mall-g1 snat cent (mail-g1snat cent [10 32 > pUVOd muze pOmOC|
%G\:uixfgzirﬂa,u e with QI E:T“N 4FB for <mi - h d ,
Received: from host hostdcenter ;IEI IJ.’ lope-from p rl roz O ova n I
Ir321@host et Lid 2 scann :




Co délat se SPAMem?

v

email, ktery pfichazi od nezndmého odesilatele neotevirat

v

spustitelné soubory nespoustét

v

jestlize p¥ilohu nepotfebuji, smazat

v

pravidelng aktualizovat systém a aplikace

dotyk.ujep.cz 24/5



Phishing

» (tok distribuovany nejéastéji emailem &i IM (p¥. Facebook,
Skype)

> cilem je ziskdni senzitivnich dat

> uZivatel je pfesmérovan na neoficidlni web

» v p¥ipadé HTTPS uZivatel vZdy musi potvrdit p¥ijeti SSL
certifikdtu

N
&
ol
(%)

dotyk.ujep.cz



Public Key Infrastracture

v

par kli¢ - certifikat

v

CA ovéFi uzivatelsky certifikat

v

certifikat podepsany CA je div&ryhodny

> pouZivd se pro ové&Feni (digitaIni podpis), Sifrovani

v

PGP podpis a Sifrovani maild

dotyk.ujep.cz 26/5



Certification Authority
Issuing and controlling (CA)
public key certificate

Request for I""II

issuing cemf' cate

Invalid information

Registration” r
Authority (RA)T 0

YRR aa \, Public key
certificate certificate
Application for
issuing certificate

User A User A

Public key

Public key gy

certificate  Contract signed with

User A electronuc s.gnalure

Public key

Private key (I}

Validation Authority
(VA)

-

Determined
result

ABC shop

- Validation of electronic
signature
- Enquires about public

key certificatevalidity to
Validation Authority

dotyk.ujep.cz



Phishing

O,

Dobry den,
dékujeme, fe vyulivate sluleb 02,

Mate nové vyictovani

Vyultovanl za: maobilni sluZby

Zuérovad obdobi: od 14.09.2014 do 13.10.2014

Udet k ahradé: 500115980/ 2300

Castka (5 DPH): Variabilni symbol: Uhradte do:
266,01 KL 1277097841 29.10.2014

Vyltovani sluZeb je pfipojeno jako piiloha k tomuto e-mailu ve formdatu PDF.

Elknébe sem pro zobrazeni ping varze

dotyk.ujep.cz 8



Phishing

L Untrusted Connection x| o

localhost v

This Connection is Untrusted

| You have asked Firefox to connect secursly to localhost, but we can't confirm that your

connection is secure,
[ A Secumty Exception
You are abot to override how Firefox identifies this site

@ '2 Legitimate banks, stores, and other public sites
ask you to do this.

Normally, when you try to connect securely, sites will pre.
you are going to the right place. However, this site's ident

What Should | Do?

Server
I you usually connect to this site without problems, this o
trying to impersonate the site, and you shouldn't continuf Location: | httpsy/flocalhost/ Get Cel
Get me out of here! Certificate Status
This site attempts to identify itself with invalid v
Technical Details information.

Wrong Site

Certificate belongs to a different site, which could indicate an i
The certificate is not trusted because it is slf-signed, et
The certificate is only valid for www.serviss24.cz .
Unknown Identity

(o EE v i

Certificate is not trusted, because it hasn't been verified by a
I Understand the Risks recognized authority using a secure signature,

If you understand what's going on, you can tell Firefox to
Even if you trust the site, this error could mean t
your connection.

Don't add an exception unless you know there's a good r{ @Permanently store this exception
identification.

Confirm Security Exception ¢
Add Exception...

dotyk.ujep.cz




Phishing

+24 SERVIS 24 Inteinoth,

€(a

localhost,

Dear User, by using the SERVIS 24 service you agree with e use of

ISER‘"S'24 ® 956777956

NTERNETBANKING

L e
General Media  Permissions [RCIeNisg

Website Identity
Website localhost
Owner. This website does not supply ownership information.
Verified by:  Ceska Sporitelna a.s.

Privacy & History
Have | visited this website prior to today? Yes, 200 times

Is this website storing information (cookies) on my computer?  yoc

Have | saved any passwords for this website? No

Technical Details
Connection Encrypted: High-grade Encryption (TLS_ECDHE_RSA_WITH_AES_128_GCM_SH.
The page you are viewing was encrypted before being transmitted over the Internet
Encryption makes it very difficult for unauthorized peeple to view information traveling between comp:
wvery unlikely that anyone read this page as it traveled across the network,

—
General | Details

Could not verify this

Issued To

Common Name (CN)
organization (0)
organizational Unit (O
Serial Numnber

Issued By

certificate because the issuer is unknown.

|iww.servissz4 cz

Ceska Sporitelna a.s.

<Not Part Of Certificate>
00:DBI9AIBD!S2:36:63:E4:5E

Common Name (CN)
Organization (0)
Organizational Uit (O

www.serviss2d cz
Ceska Sporitelna a.s.
<Not Part Of Certificate>

Period of Validif

Begins On
Expires On

Fingerprints
SHA-256 Fingerprint

SHA1 Fingerprint

10/24/2014
10/24/2015

55:32: 35: 8F: 64: AE: 67:97: 3A: D8: C8:51: 4D: AL: 8
48:7D:BF:E7:5E:86:75:58:C9: E2:D8:87:01: 46: &

B6ELIBRAE79/AAAE 37 :9A:C5:21:5C:49:93:B3:07 BE:

dotyk.ujep.cz




Phishing

+24 SERVIS 24 Inteinoth,

General | Details

This certificate has been verified for the following uses:

localhost,
SSL Client Certificate

Dear User, by using the SERVIS 24 service you agree vt

ISER‘"S'24 ® 956777956

SSL Server Certificate

NTERNETBANKING Issued To
Common Name (CN) www.servis24.cz
Organization (0) Ceska sporitelna, a.s.
= Organizational Unit (OU) INET
‘—d =] f_é Serial Number 21:E3:AB:4B:C5:74:81:EA:B1:EC.EC:4B:FD:53:37:5A
General Media  Permissions [SEIls Issued By
beite 1dent Common Name (CN)  VeriSign Class 2 Extended Validation SSL SGC CA
Wewsbllel Identity Organization (0) werisign, Inc.
febsite localhost Organizational Unit (QU) VeriSign Trust Network

Owner: This website does not supply ownership information.

verified by:  Ceska Sporitelna a.s. Period of Validity

Begins on 06/30/2014
Expires On 06/30/2016
Fingerprints

SHA-256 Fingerprint 0:20: 18:4D: FB:D9:75: 1C:6
2:5D: F4:5B: 7C: 0C: Ad: OF: 6

Privacy & History
Have | visited this website prior to today? Yes, 200 times

Is this website storing information (cookies) on my computer? v, SHAL Fingerprint DD!1C:2B:69:36:07:A1:26:6A:50:A1:A1:0C:6A8D 6D EF

Have | saved any passwords for this website? No

Technical Details
Connection Encrypted: High-grade Encryption (TLS_ECDHE_RSA_WITH_AES_12¢
The page you are viewing was encrypted before being transmitted over the Internet
Encryption makes it very difficult for unauthorized peaple to view information traveling betv
wvery unlikely that anyone read this page as it traveled across the network,

dotyk.ujep.cz



Doporuceni

» neotvirat maily od cizich p¥ijemci, maily s gramatickymi
chybami, generické osloveni, vyZaduji podezrelé chovani

» v podezfelych mailech neotvirat pfilohy ani webové odkazy

» mail neuchovavat, mazat

» informovat IT spriavce, podobny email mohou dostat i
kolegové

> méjte instalovany AV a anti-phishing modul

dotyk.ujep.cz 31/52



Pop-Up okna s malware obsahem

€ = C [ locahost:82

Jméno;
Heslo:

Odeslat

Nalezen SPYWARE! @

& Na Vasem PC byl nalezen SPYWARE! MiZete si stahnout
nas SPYWARE-REMOVER, ktery vam pomiiZe tuto

nepfijemnost vyfesit. Stahnéte zde
OK Cancel ,

dotyk.ujep.cz




Pop-Up okna s malware obsahem

Jméno;

He:

$(function() {

$( ).dialog({
resizable:
height: 250,
width:550,

).d1alog(

cancel: function() {
$( this ).dialog( )

Vbsforeclose: function () |
. thref = ;

= = Na Va
ER, ktery vam pomiZe tuto mepfijemnost vyfesit. Stahnate =

Hnéno:

& www,humanit;

dotyk.ujep.cz



Pop-Up okna s malware obsahem

> pFi zobrazeni pozdezfelého pop-up na nic neklikat

v

nejlépe zav¥it tab &i cely prohlize

v

mit nainstalovany AV a Anti-Spyware

» v korporatnim prost¥edi web-based content filtering (K9,
Squid, OpenDNS)

dotyk.ujep.cz 33/52



Rootkit

» software pro neoprdvn&ny vzdaleny p¥istup (&asto s pravy
administratora)

» samotny rootkit otevird cestu dal¥im infekcim (keylogger,
botnet, SPAM distribuce)

» maskuje backdoor, tak aby nebyl snadno objevitelny
» muize byt distribuovan bez (&asti uZivatele

» vyuziva exploitli na drovni aplikace &i OS (typicky buffer
overflow)

dotyk.ujep.cz 34/52



Obrana

» vZdy aktualizovat OS

» instalovany AV, HIPS (SNORT, Malware Defender,
WinPatrol)

» v ptipadé instalace nového software kontrolovat kryptograficky
hash

dotyk.ujep.cz




MD?5 hash

& 10 cal Deta ©
A Atlas.cz % (M inbox (1) - % Dotykova x IAstat - IN % @) Cehose n % | W Malware - % ( B pgp desia % OpenPGP % ' W Rootkit - % % | \gf FreeBSD & x
€« = C [Jfilehippo.com/download_dropbox/tech,

u Rati
a P[Op‘boFx 2:10.42 “er ey Download Latest Version (3
Sy Dropbox (Freeware)

File Edit view Bookmarks Settings Help
[zos@localhost Downloa
Dejte 0 sobé védét s inzerci na Googlu. W S kreditem|

Description Technical Change Log Comments (0)
Title: 210.42

Filename: Dropbox 2.10 42.exe

File size:

Requirements: Wind ista A
Languages: Muttiple Ianguages

License: Freeware

Date added: October 26, 2014

Author: ww.dropbox com

MD5 Che cksum:

F7301933!

<& Dropbox2.10.42 exe

dotyk.ujep.cz



Botnet

"ML 7

» "sluzba” §ifend malwarem (drive-by download, email)

» po nakaZeni se PC stdva botem (zombie PC)

> né&kde existuje Command and Control Server

» zombie PC jsou aktivovdany C&C aZ na specifickou akci
» pouZiva se pro DDoS, SPAM, ... (t&ba BitCoin)

» Conficer, Zeus, Waledac

dotyk.ujep.cz 37/52



Botnet




Anonymizace

» umoziiuje skryt IP adresu a dalsi data

> webové sluzby &asto sdili data o navstévnosti s jinymi
providery

» "Big Brother” chovani - Google, Facebook ...

v

mate-li pocit, Ze vas traffic mize byt odposlouchavan

dotyk.ujep.cz 39/52



Web Proxy

M Spe x

€« C' | [ www.proxylists .net/cz_0.html

ProxyLists.Net

leading to privacy

Home
Proxy Countries

Czech Republic proxy list, page 1

In the table below you will find the list of proxy IP addresses and ports only. Use pagination link: at the bottom of the page to

US proes view second, third, etc, pages, if available,

UK proxies
Canada proxies
Australia proxies
Erance prozies
More countries

Click here to view proxy check date, country and type

Proxy Ports

Port 80 prozies
Port 443 prozies
Port 3128 proxies
Port 8080 proxies
Port 1080 prozies
More ports

Proxy Sites

+ XROXY.COM
Proxz proxies
EreeProxyLists
Proxy Checker
ProzyWiki
My-Progy
Proxy 4 Free

Proxy Judge
Proxy FAQ

@ Proxy Solutions

GET YOUR AROXY

FREE 3 DAY TRIAL
100% RISK FREE

93.89.108.33
217.196.209.83
217.112.161.16
31.47.102.34
188.75.176.89
80.92.253.6

© ProxyListsNet 2013

3128

dotyk

ep.cz




Web Proxy

Mspe x | ® Atle = ¥ [ Dot x () ww x 1P Address Locator - Wha... x | 4

€ 2 © |Dwwwproxylists net/cz 0h (g ipaddresslocation.org el
3 an then figure out whether the T o Jax
Plr O ?y List S. Net destination s m? arremeteand My IP Address [Public, External or WAH IP Address)
an continus with the e
eading to privacy commurication. This s similr to 217:1862209°63 ) i
Inding 2 hone number when ol MyInternal IP Address (LAN or Router IP Address) | COnfigure Proxies to Access the
Home Find OutVour LAN IP Address. [ g
; Czech Rt ous ook neverse oms
Proxy Countries Lookup My Hosmame (DS Lookup) Auto-detect proxy settings fort
prig3.miramo.cz
« US proxies In the table BElO s makes possisle to assoeiare Use systemn proxy settings
View second, thi  Ineret addresses host names Proxy Server Deteciion
+ UK proxies with IF address, and conversely. Real IP Address 93.115.84.195 ©® Manual proxy configuration
« Canada proxies Vostly the DIS fs used for the TransparentProxy detected 217.196.200.03
conversion by domainnamen inF .
* Australia proxies “ekdresses (Faruard DS lookup) My IF Location (City-Country - Flag - Country Codle) el 217195 205
o En r but also for the conversion by ¥ ¥
e poses e Ostrava-Czech Repubic he-CZ use i pr
« More counfries DIIS lookup).
SSL Proxy:
Proxy Ports ==
ETP Proxy:
+ Port 80 prozies
« Port 443 proxies SOCKS Host
« Port 3128 proxies
SOCKS va
« Port 8080 proxies -
No Proxy for:

Port 1080 prozies

+ More ports localhost, 127.0.0.1
Proxy Sites
Example: mozilla.org, .net.nz,
+ XROXY.COM

Automatic proxy configuration L
« Proxz proxies - e g
« FreeProxyLists

 Proxy Checker ., Language
« ProxyWiki English (United States) Do not prompt for authentication
* My-Proxy Operating System
 Proxy 4 Free inux
. » Smart Movelll Help
roxy Judge
Proxy FAQ arowser A
Mozilla/ Firefox 32.0 Havember 24, 2008 Er
ProductSub: 20100101 We are 50 excited to introduce you

dotyk.ujep.cz 0



Web Proxy

o -—
Mspe x | ® Atle = ¥ [ Dot x () ww x 1P Address Locator - Wha... x | 4

€ C' [ www.proxylists.net/cz 0.0 ipaddresslocation.org vl
i an then figure out whether the o /a>
P roXy List S. Net destination is local or remote and My IP Address [Publi, Extornal or WAH IP Address) [ R CORRECHon
leading to privacy ‘can cantinue with the 217.196.209.83
communication. This is similr to . i
g 3 phan runber when o My Internal IP Address [LAN or Router IP Address) | COMfigure Proxies to Access the
Home c hR youknaw is aname Find Out Vour LAN IP Address No proxy
Froxy Countries ZECN RE gis Lookun - peverse ons oy Hostmame (1S L ook
Xy Lookup ly Hosmame [DNS Lookup) Auto-detect proxy settings for t
prig3.miramo.cz
« US proxies In the table Belo  pys makes possisle to associate Use system proxy settings
View second, thi  Internet addresses host names Proxy Server Detection
« UK proxies WU P addrocs, and conuersely Real IP Address 93.115.80.195 ©Manual proxy configuration
. e e Vs e ol sac e Transparent Proxy detected 217.196.209.83 TP Proxy: [ 217 195 200
« Australia proxies Stresse (farward O lookup)y My IP Location (City-County - Fiag - Country Code) ' ELEEe
o Fr: e bt also for the conversion by P - ¥
Evanes proaes addresses in domaimane (reverse Ostrava:czechiRepubliElR=ic2 Wi e
« More countries DNIS lookup).
SSL Proxy:
Proxy Ports ==
TP Proxy:
+ Port 80 prozies
» Port 443 proxies SloldrE R
« Port 3128 proxies
SOCKS va
« Port 8080 proxies . -
« Port 1080 prozies s
+ More ports localhost, 127.0.0.1

Proxy Sites

 Eomamime > http://www.proxylists.net/
EreeProxyLists
Proxy Checker

Bl » jednoducha konfigurace
My-Proxy N v

oy ¢ ree prohliZzece

Proxy Judge
Proxy FAQ

n

» pouze pro HTTP traffic

ou

dotyk.ujep.cz



PirateBrowser

£y Linu: %

® Atlas % | [ Dotyl x

< C' [} piratebrowser.com

PirateBrowser - No more censorship!

PirateBrowser is a bundle package of the Tor client (Vidalia), FireFox Portable browser (with foxyproxy addon)

and some custom configs that allows you to circumvent censorship that certain countries such as Iran, North
, Belgium, Finland, Denmark, Italy and Ireland impose onto their citizens.

Korea, United Kingdom,

This is how it looks like:

Pdl - A 2 #

B Download music, movies, games, softw.. | +

< uBwazykSudhnvtk.onion
B ThePirateBay B, ThePirateBay - Backup §7 EZTV 7 EZTV-Backup X 1337x [ Fenopy [ H33T 1 ioHunt () KAT @ Bitsnoop I TomentCrazy | Moviedk [} Monova { ] Torrentz

Download PirateBrowser

Version 0.6b
« Maanet link

dotyk.ujep



PirateBrowser

M span x { @ Atlas x { [ Dotyl x | L) www. x ¥ gyGooc x {WAEURE x ¥ {} macr x | ME5.9.2 x | #pIPAd %

untitl x € Unix x ¥ §3Goog x 1 #y Linur x \@Th %

< C' [} piratebrowser.com

Setting Started

PirateBrowser - No more censorship!

ARAE N e e L e

PirateBrowser is a bundle package of the Tor clier”
and some custom configs that allows you to circun
Korea, United Kingdom, , Belgium

Thiéislhc‘?witlooks like: > portab|e Firefox s TOR
B Download music, mavies, games, softwos [JE. klientem

» http://piratebrowser.com

< uBwazykSudhnvtk.onion

s T
B ThePirateBay B, ThePirateBay - Backup T7 EZTV §% EZTV-Backup X 1337x 31 > sn ad ne pOUZ|t|

» pouze pro HTTP traffic
> spojeni je kryptované aZz od

Download PirateBrowser B
prvniho TOR routeru

Version 0.6b
« Maanet link

dotyk.ujep.cz 41/52



Internet

Public IP

VPN anfi firewall appliance

192.168.1.1

Galeway

Gateway
Tle Server
192.168.1.200

VPN and firewall
192.168.2.1
@ | £t

ppliance

Mail Servy
192.168.2.2

192.168.1.2

192.168.1.3)

192.168.2.3

Office 1: IP Network 192.168.1.0

Obrazek: [?]

192.168.2.2

Office 2: |P Network 192.168.2.0

dotyk.ujep.cz



Public IP

Internet

VPN Tunnel

VPN anfi firewall appliance Gateway
192.168.1.1

file Server
192.168.1.200

192.168.1.2 192.168.1.3)

%

Office 1: IP Network 192.168.1.0

Obrazek: [?]
dotyk.ujep.cz

\#ﬂ{f«/

sluZba zajistujici divérnost,
autenticitu a integritu
vyuzivd bezpetnostnich
protokolid (IPSec, SSL, SSH)
mozZno tunelovat skrz
vefejny internet

idedlni ¥eSeni pro vzdaleny
pFistup k datlim, p¥ip.
anonymizace

Office 2: |P Network 192.168.2.0



R Atlas % ¥ D wwwarl x | g3 Google % { MIEURES %

Untitlec % ¥ @ UnixTu % ' ) Google x

# LinuxT. x |

[ www.vpnbook.com/fr

HVPNBOOK

+ euro195vpnbook.com

H + euro213vpnbook.com

u + usl.vpnbook.com (US VPN - optimized for

fastweb surfing: no p2p downloading)

m + usz.vpnbook.com (US VEN - optimized for
fastweb surfing: no p2p downloading)

« cal.vpnbook.com (Canada VPN - optimized
for fast web surfing; no p2p downloading)

* wiHBeuprbosicesm (Retired)

+ Username: vpnbook

« Password: maDSPehu

More servers coming. Please Donate.

VPNBook Free VPN Free Web
accour
o Euro VPN Certificate Bundle
. VPN Certificate Bundle
. (optimized

for fast web surfing; no p2p downloading)

(optimized
for fast web surfing; no p2p downloading)

« CA1 QpenVPN Certificate Bundle (optimized
for fast web surfing; no p2p downloading)

o UKBpenvRN-Certfieste-Bundie (Retired)

All bundles include UDP53, UDP 25000, TCP

80 s

Username: vpnbook

Password: maDSPehu

choose an OpenVPN
server from above

VPN Tracker flr Mac

Sicherer und

Untemnehmensn
L el

How-To Features Privacy

Bitcoin Donation
AFFEXjGSM20MZZLISTin  tBUXWSEETHQT

5.3k 1l 13k 3,998

84 W Tweet

dotyk.ujep.cz




R Atlas % ¥ D wwwarl x | g3 Google % { MIEURES %

{3 macro: x ¥ M5.9.3,C x Untitlec % ¥ @ UnixTu x { &3 Google x

C'  [1 wwwivpnbool,.com/fr

HVPNBOOK

+ euro195vpnbook.com

+ euro213vpnbook.com

+ usl.vpnbook.com (US VPN - optimized for
fastweb surfing: no p2p downloading)

+ usz.vpnbook.com (US VEN - optimized for
fastweb surfing: no p2p downloading)

« cal.vpnbook.com (Canada VPN - optimized
for fast web surfing; no p2p downloading)

* ukisewpnbosiceom (Retired)

+ Username: vpnbook

« Password: maDSPehu

More servers coming. Please Donate.

VPN Tracker flr M

neller Zugriff auf das Unt

Sicherer und

VPNBook Free VPN Free Web How-To Features Privacy
accour @ service Snta
o 5 - L Bitcoin Donation
. VPN Certificate Bundle FFERjn6Sm20MZ2LISTIN  BUXWSEETHQT
« US1 OpenVPN Certificate Bundle (optimized
5.3k 1l 13k 3,998

for fast web surfing; no p2p downloading)
 US2 OpenVEN Certificate Bundle (optimized 8+ A Like JEEALLS

for fast web surfing; no p2p downloading)
 CA1 OpenVPN Certificate Bundle (optimized

for fast web surfing; no p2p downloading)
o LKBpenvRNCertifieateBunche (Retired)
o All bundles include UDP53, UDP 25000, TCP

- “‘—'\
Username: vmnhanl

Password!

http://www.vpnbook.com
veskery traffic miZe byt
Sifrovan

zapotfebi OpenVPN klient

0

dotyk.ujep.cz

# LinuxT. x |




Linux Live CD

ywww: % ¥ g3 Gooo x Y MEURE x

€« C' | & https:/tals.boum.org

I Privacy for anyone anywhere

Tails is a live operating systerm #, that you can start on almost any computer from a DVD,

USB stick, or SD card. It aims at preserving your privacy and anonymity, and helps you to:

use the Internet anonymously and circumvent censorsh
all connections to the Internet are forced to go through the Tor nel
leave no trace on the computer you are using unless you ask It exphc\tly

rk

- use state-of-the-art cryptographic tools to encrypt your files, emails and instant

messaging

Learn more about Tails,

News

Tails 1.2 is out
Posted Thu 16 Oct 2014 12:34:56 PM
CEST

Numerous security holes in Talls 1.1.2
Posted Tue 14 Oct 2014 12:00:00 AM
CEST

¥

English DE FRPT

Download ¥

Tails 1.2

October 16, 2014

About

Getting started...
Documentation
Help & Support
Contribute

News
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Linux Live CD

£ www.: % ' g3 Gooo x | MEURE x

€« C' | & https:/tals.boum.org

theamnesicincognitolive

£} Privacy for anyone anywhere

I Privacy for anyone anywhere

Tails is a live operating system ¢, that you can start on almost
USB stick, or SD card. It aims at preserving your privacy and

« use the Internet anonymously and circumvent cens
all connections to the Internet are forced to go through th

« leave no trace on the computer you are using unless yc

- use state-of-the-art cryptographic tools to encrypty
messaging.

Learn more about Tails.

News Securit}

Tails 1.2 is out Numerous set
Posted Thu 16 Oct 2014 12:34:56 PM Posted Tue 14
CEST CEST

tails.boum.org

pouzivda GNU/Linux

nic se neuklddd na HDD
vyuziva TOR

mozZno pouZit ve VirtualBox
¢i VMware Player

vyzaduje pokrotilejsi znalosti
prace s PC
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Par drobnych rad

> nepouZivejte Google - misto toho DuckDuckGo.com,
ixquick.com

» nepouzivejte Chrome (Google produkt) - Mozilla (plugins:
Ghostery, NoScript, Adblock Plus, HTTPS Everywhere)

> neukladejte hesla do svého prohlizete

» vyhybejte se proprietarnimu software (Skype, ICQ) - nevite co
se kam odesild

dotyk.ujep.cz



Zavér - obecna pravidla pro koncového uZivatele \2,‘/

» vzdélanost uZivatele (znalost firemnich politiky, hesla, emaily,
social engineering, p¥istup do budovy)

> nestahovat software a data, o kterych nevim co obsahuji

> veskerd data skenovat pomoci AV

» updatovany OS, AV, anti-spyware, HIPS a firewall

> podezielé emaily neotvirat neklikat na linky v nich, neotvirat
ptilohy

> pouZit web-based content filtering (alespoil v p¥ipadé déti)

» nikdy nepouZzivat administratorsky ucet

> vzdy a pravidelné zalohovat

(%)
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Zavér - obecna pravidla pro koncového uZivatele ‘Q&/

Fada client side Gtokd Ize odvratit zakazanim: JavaScript,

>

Java applet, Flash, ActiveX
> druhd strana mince - vétSina web( spoléhd na tyto technologie
> obecné plati - b&Zny software - vice hrozeb

> bezpeln&jsi surfovani (*BSD, Firefox)

dotyk.ujep.cz



Zavér - obecna pravidla pro administratory \‘;’f‘/

» definovani firemni bezpeénostni politiky

» pouZiti web-based content filtering (proxy), HTTP application
firewall

> protokoly, které nejsou potfeba zakdzat na perimetru

» nasazeni vulnerability scenning ¥eSeni (Nessus)

» nasazeni IPS/IDS (Snort), SPAM-filtering (SpamAssassin)
» vhodna segmentace sité (DMZ)

» pro vzdaleny pFistup nasazeni VPN

> logovani a audit logl

» virtualizace, pouZiti tenkych klienti
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VASHERYEYA
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[ zpetnavazba.howta.c

Jméno:

Heslo:
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» New Eavesdropping Equipment Sucks All Data Off Your
Phone http://www.urrepublic.com /new-eavesdropping-
equipment-sucks-all-data-off-your-phone/

» Password Recommendations
https://security.web.cern.ch/security /recommendations/en/
passwords.shtml

» Bezpecné heslo
http://cs.wikipedia.org/wiki/Bezpe%C4%8Dn%C3%A9_heslo

» Report: Most vulnerable operating systems and applications in
2013 http://www.gfi.com/blog/report-most-vulnerable-
operating-systems-and-applications-in-2013/

» CVE Database http://www.cvedetails.com/

» What is PKI http://software-engineer-tips-and-
tricks.blogspot.cz/2012/09 /what-is-pki.html
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Upozornéni na novy phishingovy titok
http://www.csas.cz/banka/content/inet/internet/cs/news_ie_2280
xml?archivePage=phishingi&navid=nav00156_phishing_aktuality

IP address location http://www.ipaddresslocation.org

Cognitive Networks and Future Internet
http://www.surrey.ac.uk/ics/research/cognitivenetworks/
Man-in-the-middle attack
https://www.owasp.org/index.php/Man-in-the-middle_attack
VPN
http://atlas-access.com/assets/images/vpn-site-to-site.jpg
Harper A., Harris S., Ness J., Eagle Ch., Lenkey G., Williams
T.. Gray Hat Hacking, The Ethical Hacker's Book 3™ Edition
McGraw-Hill 2011 ISBN: 978-0-07-174256-6
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» Davis M., Bodmer S., Lemasters A. Hacking Exposed:
Malware & Rootkits McGraw-Hill 2010 ISBN:
978-0-07-159119-5

» Botnet http://en.wikipedia.org/wiki/Botnet
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